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«3axucm iHgpopmayii»
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Kypc Ta cemecTp BUBUCHHS

4 xypc,1 cemectp

CriemiaabHICTh

CryIiHb BUIIOI OCBITH

OaxayiaBp

1 BYEHE 3BaHHS [10Caa

116 HIII, sixuit Bexe maHy IMCUMILTIHY HaykoBuii cTymins KapHayxosa I'.B., cT. Buknagau kadenpu KHIT

KonTakTHuit Tenedon

+380970268704

Enextponna aapeca

ta.annet @ gmail.com

Po3knan HaBYaIbHHUX 3aHATH

http://schedule.puet.edu.ua/

Koncynprarmii

OYHA 3TLIHO PO3KIAAY KOHCYJIBTAIN Ha calTi kKabeapu
http://www.matmodel.puet.edu.ua//, on-nain:
eNleKTpoHHOI0 mommToro, Viber, Telegram

CTOpiHKa AUCTAHIIIHHOTO KypCy https://el.puet.edu.ua/

Onuc HaB4Aa/1bHOI JucyunaiHu

Mema sueueHHs1
Has4Ydad/1bHOI
JucyunaiHu

OCHOBHOIO METOFO BUBYCHHS JUCIUIUIIHU “3aXUCT iH(popMaIli” € 3aCBOEHHS OCHOBHUX
MOHATh Ta KaTeropiii KOMITFOTepHOI Oe3MeKkd, BUBYCHHS NPHUHIUIIB TOO0YIOBH
KOMIUIEKCHUX CHCTEM 3aXUCTy iH(popMallii, po3poOKH, TOCTIIKEHHS Ta 3aCTOCYBaHHS
MeXaHi3MiB 3axucTy iH(opMalii, mo IPYHTYIOTbCS Ha BHKOPHCTaHHI aJrOPUTMIB
TpaaumiiHoi (cuMeTpudHOi) Kpunrorpadii Ta kpuntorpadii 3 BIAKPUTAM KIFOYEM IS
3a0e3TeUeHHs] aBTeHTUYHOCTI, IIJTICHOCTI Ta KOH(iAeHIIHOCTI iH(QOopMaliiHIX CHCTEM
Ta TEXHOJIOTIH

Tpusasicms

5 kpeautiB EKTC/150 roaun (nexiii 20 rox., npaktuysi 3austts 40 rof., camocTiiiHa
po6ota 90 rox.)

dopmu ma memodu
HAB8YaHHsA

Jlekuii Ta MpakTU4YHI 3aHATTS B ayJAHMTOPii, CAMOCTIiiHAa po0OTa 11032 PO3KIaI0M
Haouni meToau: imocTpyBaHHs. JeMOHCTpYBaHHS, iH(horpadika

[IpakTu4ani MeToau: T1abopaTopHi POOOTH, BUPIIIEHHS 33]1a4; MOJIEIIOBAHHS CUTYAITiH 1
00'eKTiB, TBOPYi 3aBIaHHS

Mertoau caMoCTiiiHOT poOOTH BIoMa: MPOOIIEMHO -ITOLTYKOBI; IIPOSKTHOTO HABYaHHS,
KOJIEKTHBHOI PO3YMOBOI JisITFHOCTI; 3aCTOCYBaHHSI HOBITHIX iH(OpMaIliiiHo-
KOMYHIKaI[i{HUX TEXHOJIOT1H Y HaBYaHHI;

MeToau AUCTaHIIMHOIO HAaBYaHHT,

Komm’totepHi Ta MyJabTUMENIHI METOIN: BUKOPUCTAHHS OCBITHIX MYJIBTUMEIIHNX
Mpe3eHTaIlid.

Cucmema nomo4Ho20
ma niocymMkKoe8020
KOHMPpoJ110

[ToTo4HMIT KOHTPOJI: BiJIBIlyBaHHS 3aHSATh; IOTOYHA MOJIYJIbHA poOOTa
[MigcyMKOBHI KOHTPOIB: 3aJIiK

Moea suk/1a0aHHA

VYkpainceka
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Hepesaik komnemeHmHocmell, AKi 3a6e3nedyye daHaAHa84YaA 1bHA ducyunJiiHa,
npozpamHi pezyasmamu HABYAHHS

, KomMmnemenmHocmi, aKkumu
HpozpamHi pe3ysbmamu HA8YAHHS nosuHeH
080.100imu 3do06ysau

[1P16. Po3ymiTu koHuemnmito iHGopMariiaoi 31aTHICTh 3aCTOCOBYBATH 3HAHHS y IPAKTHYHUX cutyarlisx (3K2).

0e3neKy, MPUHIUIHN 0e3MeYHOr0 MPOEKTyBaHHS 3maTHICTH 0 OIITYKY, 00po0IeHHS Ta aHali3y iH(opMmartii 3

[MpOrpaMHOTO 3a0e3MeYeHHs, 3a0e3MedyBaTh pizaux mxepen (3K7).

0e3neKky KOMIT I0TepHUX MEPEX B yMOBaX HETOBHOTH |3JaTHICTh 3aCTOCOBYBATH METOJM Ta 3aco0M 3a0e3neueHHs

Ta HEBU3HAYCHOCTI BHXITHUX MaHUX. iHQopMarliifHOi Oe3neKn, po3podIATH i eKCILTyaTyBaTH
crieriaibHe TIPOTpaMHe 3a0e3MeYeHHsT 3aXUCTy iH(opMaIlitHIX
pecypciB 00’€KTiB KpUTHYHOI iHPOpMaLiiiHOi iHppacTpyKTypH
(CK14).

Temamu4HuUll nJ1aH HABYAAbHOT ducyun/aiHu

Hazea memu Budu po6im 3a80aHHs camocmitiHof
po6omu y po3pizi mem

Modyasb 1. Modyas 1.be3neka i 3axucm 0aHUXxX

Tema 1. TeopeTuuHi OCHOBH BingBigyBaHHS 3aHSTh; 3aXUCT OTIPalbOBYIOTH MaTepial JIeKIIiii;
iH(opMaIiitHOi Oe3neKu JIOMAIITHBOT'O 3aB/IaHHST; 0OTOBOPEHHS TOTYIOTHCS 0 MPAKTHYHUX 3aBJIaHb;
Tewma 2. lnpopmariiitna cucrema MaTepiaiy 3aHsATh; BUKOHAHHS BHKOHYIOTH JJOMAIITHI po0OTH;
IEPCOHAJIBHUX JaHUX HAaBYaJIbHUX 3aBJaHb; 3aBJaHHS MIPALIIOIOTH 13 JIITEPATyPOIO.

Tema 3. AnapatHi 3aco0H 3aXUCTy | caMOCTiifHOT poOOTH; TeCTyBaHHS

iHpOopMaii

Tewma 4. IIporpamui 3acobdu, 1o
MICTATh HEOE3IEKY

Modyasb 2 3aco6u kpunmozpadhiuHo20 3axucmy

Tema 5. Kpunrrorpadiuamii 3axuct | BiJBiAyBaHHS 3aHATh; ONIUTYBaHHS HA OTIPAIbOBYIOTH MaTepial JIeKIIiif;
iHpopMmarrii 3aHATTAX; OMHUTYBaHHS B MpoIleci TOTYIOTBCS JIO JIA0OPAaTOPHUX 3aB/IaHb;
Tema 6. besrnieka B KOMIT'IOTEpHUX | IHAMBIAYyaJIbHO BHKOHYIOTH JJOMAIITHI po0OTH;
Mepexax KOHCYJIbTaTUBHHX 3aHATh JUIS MPAIIOIOTH 13 JTITEPaTypoIo.
Tema 7. 3axuct iHpopmarii B nepeBipKu
rIo0abHIX Mepexax 3aCBOEHHS MaTepialy IpOITyLLICHUX

3aHSATh; TepeBipKa BUKOHAHHS

MOJYJTBHUX

KOHTPOJIEHUX POOIT.

IngpopmayiiiHi dxcepena
OCHOGBHI;

1. Cyber Security Tutorial URL.: https://mww.w3schools.com/cybersecurity/index.php

2. Bummasg B. b. OcnHoBu indopmarniiinoi 6e3nexu : Hapd. nociOnuk / B. b. Bumnas, O. C. I'agpum, E. B. Puxkos.
Huinpo : [IHinpon. Aepk.yH-T BHyTpiml. cipas, 2020. 128 c.

3. TI'pebentox A.M. OcnHoBu ympaBiiHHS iH(popMamiliHOW Oe3rekoro: HaBy. mocioHuk / A.M. I'pebentok, JI.B.
Pubanbuenxo. duinpo: dninpon. aepx. yHT BHyTpiul. crpas, 2020. — 144 c.Iudopmaniiina 6e3nexa/ 3a pen. 0. 5. bobana
ta I. B. I'opbaroro, JIbBiBchbKa momitexHika, 2019.-540 c.

4. Tndopmaniiina 6e3neka. [Tinpyanuk / B. B. Octpoyxos, M. M. [pucsokriok, O. I. ®apmareit, M. M. UexoBcbka Ta
iH.; mig pen. B. B. Octpoyxosa — K.: BupaBaunrso Jlipa-K, 2021. — 412 c.

5. Kibepbesneka : cydacHi TexHosorii 3axucty. HaBuanbHuil NOCIOHUK IS CTYIEHTIB BUILMX HABYAJIBHUX 3aKJaliB. /
C. E. Ocranos, C. I1. €scees,O.I". Kopois. — JIbBiB: «Houii Cit- 2000», 2020 . — 678 c.

6. KibepOesmneka: abopaTOpHH IPAKTHKYM 3 OCHOB Kpumnorpadiunoro 3axucty/ €scee C.I1. , Kopoas O.I'. Howuit
¢BiT-2000, 2021.-241 c.

7. KommuiekcHi cucteMu 3axucty iHpopmalii : HaB4aiabHuid nmocioHuk / Spemuyk 1O. €., [TaBnoscekuii I1. B., Karae


http://www.w3schools.com/cybersecurity/index.php

B. C., Cimrorim B. B. — Bimgamma : BHTY, 2018. — 118 c. [Enektponnmii pecypc]. — Pexum moctymy:
http://pdf.lib.vntu.edu.ua/books/IRVC/Yaremchuk 2018_118.pdf

8. Kpunroananiz. Kpunrorpagiunil nporokomn / O.M. T'anak // HaBwyanpamii mocibHuk 3 kypcy «Kommn'torepHa
KkpunTorpadis» UIA CTYACHTIB 1H)KEHEpPHO-TEXHIYHOTO (pakymnpreTy creriansHOCTI 123-«KoMmm’roTepHa imKeHepis».
Yxropoxn: BumaBaAnTBO 11T «AYTJOP-IITAPK», 2021p. — 96¢..

9. Oprani3zamiifHo-TIpaBOBI OCHOBH 3axucTy ciyx00Boi 0-64 indopmarii: wHaBy. moci6. /1. I1. Kacnepcekuii, C. 0.
Kusses, O. I. Matsm Ta id. - Kuis : Han. akag. CBY, 2017.-120 c.

10. TapuaBcekmii FO.A. Texunonorii 3axucty iHdopmanii [Enexrponnunit pecypc]: migpyunuk. — K.: KIII im. Irops
Cikopcekoro, 2018. — 162 c. Pexxum noctymy a0 pecypcy: https://ela.kpi.ua/bitstream/123456789/23896/1/TZ1 book.pdf

dodamkoaei:

11. Jlicoeceka FO. KibGepOesneka. Pusuku ta 3axomu. - K.: Konmop, 2019. - 272 c.Opranizariis 3axucty iHpopmarii 3
oOMexeHuM JocTyrnoM: Hard. mociod. /A.M.I'y3, LI1.Kacnepcekuii, C.O.Kus3eB 1a in. — K.: Ham. akan., CBY, 2018. —252
cCraHnapTH 3aXUCTy EPCOHANBHIX JaHUX B corianbHii chepi / M. B. Bem,, I. M. Topoauckkuii. —JIbBiB: 0.B., 2018. - 110
c.Nigel Cawthorne. Alan Turing: The Enigma Man. — Acturus, 2019. — 128 p.

12. KiGepbesneka B cyuacHoMy cBiti : matepianu 11l Beeykpaincbkoi HaykoBonpakTuyHoi koHepenuii (M. Oneca, 19
muctonaga 2021 p.) / 3a pen. O. B. luxoro ;ykman.: C. A. I'opbauenko, H. 1. JlorinoBa. — Omeca, 2020. — 148 c.

13. Online SNIA Dictionary A glossary of storage networking, data, and information management terminology. URL.:
https://www.shia.org/education/online-dictionary

14. Matt Bishop. Introduction to Computer Security URL:
http://www.uoitc.edu.ig/images/documents/informaticsinstitute/exam_materials/Introduction%20t0%20Computer%20Securit
y%20pdf%20DONE.pdf

15. Public-key encryption, revisited : tight security and richer functionalities Romain Gay URL:https://tel.archives-
ouvertes.fr/tel-02137987/document

IIpozpamHue 3a6e3neyeHHs1 HA84AJ/1bHOI ducyunJaiHu
Google cepsicu
On-line cepedosuuye JSLinux https://jslinux.org/
TpeHaocepu
Jliniiini diogpanmosi pieHsiHHs1. [lopieHsIHHS
Cmandapm wudgdpysaHHsi DES
Hlugpu i3 cumempu4HUM KAIOYEM

Hoaimuka au84eHHsI HABYA/AIbHOI ducyunaiHu ma oyiHIO8AHHs

o IloaiTuka ouiHOBaHH 37100yBaviB BUIOI 0cBiTH. POOOTH, 5IKi 371aF0THCH 13 MOPYIIEHHIM TEPMiHIB 0€3 TTOBaXKHIX
TIPUYMWH, OI[IHIOIOTHCS Ha HIKYY OIHKY (75% BiJl MOXKITMBOI MaKCHMaJIbHOI KiTbKOCTI OaltiB 3a BUJ TisTTLHOCTI).
[epecknananns MomyiB BiIOYBa€eThCS 13 JO3BOJTY IPOBIIHOTO BUKJIAa4a 32 HAIBHOCT] MOBaKHUX MPUYUH
(HampuKa, JiKapHSIHUH).

o TlonoxeHnHs npo opraxizaiiro ocBiTHboro npouecy (http://puet.edu.ua/public-info/polozhennya-pro-organizacziyu-
0svitnogo-proczesu/)

e [lososkeHHs PO MOPSIOK Ta KPUTEPIi OILIHIOBAHHS 3HaHb, BMiHb T4 HABMYOK 3/100yBayiB BUIIOI OCBITH
(http://puet.edu.ua/wp-content/uploads/2023/07/polozh_por_kryt_ocinyuvannya.pdf)

e  Tlopsimok mikBigamii 3100yBauamMu BHIIOT OCBITH akajaeMiuHo1 3a0oprosanocti (http://puet.edu.ua/wp-
content/uploads/2023/07/poryadok-likvidacziyi-zdobuvachamy-vyshhoyi-osvity-akademichnoyi-zaborgovanosti.pdf )

e Tlonoxenns mpo moBTopHe HaBuanus (http://puet.edu.ua/wp-content/uploads/2023/07/poloz_pro-povt-navch.pdf)

o [MoniTuka mono BiaBinyBaHHs. BinBigyBaHHs 3aHATH € 000B’SI3KOBUM KOMIIOHEHTOM. 32 00’ €KTUBHHUX MPUYNH
(Hampukia, XBopoOa, MpaleBIaTyBaHHs, Mi>KHAPO/IHE CTRKYBAaHHS ) HABUYAHHS MOXeE BiZIOyBATUCH B PEXKHUMi OH-
JIaiH.

¢ [MoniTuka moao akageMiuHoi 1odpoyecHocTi. 3100yBay MOBUHEH JOTPUMYBATHUCS IPUHLUIIIB aKaIeMidHOT
J0OpOUYECHOCTI, 30KpeMa HeJIOIyIIIeHHS aKaJIeMivyHOTo 1iariaty, ganbendikanii, padbpukarii, criucyBaHHs i 4ac
MOTOYHOTO, PYODKHOTO Ta MiJICYMKOBOTO KOHTpOIt0. CIIHCYBaHHS I1i]] Yac KOHTPOJILHUX POOIT Ta MOTOYHUX TECTIB
3a00pOHEHi (B T.4. 13 BUKOPUCTaHHSAM MOOLIBHUX JieBaiiCciB). MOOiIbHI MPUCTPOI AO3BOJISETHCS BUKOPHCTOBYBATH
JIMILE TiJ] Yac OH-JIAHH TEeCTyBaHHS Ta MiATOTOBKH NPAaKTHYHUX 3aBAaHb B mponeci 3ausatts. B I[IVET nitoTs:

e  Koaekc uecti crynenta (http://puet.edu.ua/wp-content/uploads/2023/07/kodeks_chesti_studenta.pdf)

e  [lonoxkeHHs Mo aKaJeMivHy JT0OpPOUYECHICTh
(http://puet.edu.ua/wpcontent/uploads/2023/07/polozh_akadem_dobrochesnist.pdf)

e TlonokeHHs Mpo 3amo0iraHHs BUMAKaM akaJeMidHoro riariaty http://puet.edu.ua/wp-
content/uploads/2023/07/polozhennya-pro-zapobigannyavypadkam-akademichnogo-plagiatu.pdf

o IloniTuka BU3HAHHS Pe3y/JbTATiB HABYAHHS BU3HAYEHA TAKMMHU JOKYMEHTAMM:

o  [lonoxxeHHs PO NOPSIIOK Nepe3apaxyBaHHs pe3yIbTaTiB HABYAHHS, 3700y THX B IHO3EMHHX Ta BITIU3HIHUX
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saxianax ocsitu (http://puet.edu.ua/wp-content/uploads/2023/07/polozh _por perezarah rez_zvo.pdf).

e TlonoxkeHHs MPo akaJeMiuHy MOOUTLHICTS 3100yBauiB BuIoi ocsitu (http://puet.edu.ua/wp-
content/uploads/2023/07/polozha_pro_akademichnu_mobilnist.pdf).

e  [lonoxxeHHs PO MOPSIOK BU3HAHHS PE3YNIbTATiB HABUAHHS 37100y THX IIITXOM HehopManbHOi Ta/abo iHhopManbHOT
ocgitu (http://puet.edu.ua/wp-content/uploads/2023/07/polozhennya-pro-poryadok-vyznannya-rezultativ-
navchannya-zdobutyh-shlyahom-neformalnoyi-ta-abo-informalnoyi-osvity.pdf).

e IloniTuka BUpimeHHs KOHQIIKTHUX CUTyaIlii:

o  TlonoxxeHHs npo npaBuia BupimeHHs koHGmikTHEX cutyanii (http://puet.edu.ua/wp-
content/uploads/2023/07/polozhennya-pro-pravyla-vyrishennya-konfliktnyh-sytuaczij-u-puet.pdf)

e Tlono)keHHs PO anesIiito Pe3yIbTATIB IMiJICYMKOBOTO KOHTpOITO ¥ hopmi ex3ameny (http://puet.edu.ua/wp-
content/uploads/2023/07/poloz_pro-apel_pidscontr.pdf))

e IloaiTuka MiATPUMKM yYaCHHUKIB OCBITHHOI0 MpoIeCy:

e Ilcuxonoriuna ciyxo6a: (http://puet.edu.ua/psyhologichna-pidtrymka-v-puet/).

e  Crynenrcbkuii omOyacMeH (YnoBHoBaxkeHui 3 ipas cryaentiB) [TYET http://puet.edu.ua/other-
divisions/studentskyj-ombudsmen-upovnovazhenyj-z-prav-studentiv-puet/)

e  3amobiranns ta BusBiaeHHs kopymii (http://puet.edu.ua/zapobigannya-ta-protidiya-korupciyi/).

o be3neka ocBiTHbOro cepemoBuma: [Hdopmaris npo Oe3meuyHicTs ocBiTHROTO cepemoBuina [TYET
HaBesieHa y BKiIaawi «besneka xutrenisutbHOCT» http://puet.edu.ua/pro-puet/bezpeka-zhyttyediyalnosti/

OyiHNE8AaHHs
[TincymKoBa omiHKa 32 BUBYEHHS HABYAIBHOI TUCIUILUTIHU PO3PAaXOBYETHCS Yepe3 MOTOUHE
OLIIHIOBaHHS
Bun nissibHoCTI MaxkcumaiabHa KiIbKiCTh
0aJ1iB 32 B HABYAJbLHOI
poGoTu
Monyib 1..be3mneka i 3aXuct gaHux
Tema 1. TeopeTnyHi 0OCHOBH iH(pOpMAILIIHHOT Oe3MeKH
ITpakTH4HI 3aBIAHHS 6
Tema 2. lndopmariitaa cucTema MepcoOHATBHUX JaHIX
[IpakTi4Hi 3aBIaHHSA 3
Tema 3. AnapaTHi 3aco0u 3axHcTy iH(popMaIIii
[IpakTryHi 3aBIaHHS 3
Tema 4. [Iporpamui 3aco0u, 0 MICTATH HEOE3MEKY
[IpakTn4ni 3aBgaHHSg 3
MopyapHui KOHTPOJIb 6
Bcroro 3a mogynem 1 21
Monyns 2 3acobu KpunTorpadiyHOro 3axucTy
Tema 5. Kpunrorpadiuawmii 3axuct indopmartii 24
[MpakTH4Hi 3aBIaHHS
Tema 6. be3neka B KOMIT'IOTEPHUX MEpexkax
[IpakTryHi 3aBIaHHS 3
Tema 7. 3axuct iHpopmarii B ri100aIbHUX Mepekax 6
[MpakTH4Hi 3aBIaHHS
[Torouna moaynpHa poboTa 6
Bceworo 3a mogynem 2 39
[MorouHmii KOHTPOJIH 60
[lizcymKoBe TecTyBaHHS 40
Bcroro no xypcy
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Cucmema HApaxy8aHHs1 000amMKoO8UX 6a.1i8 3a sudamu po6im 3 8UB4YEHHS
Hags4a/bHOI ducyunaiHu

dopma po6éoTHu Bujg po6éotu Baiun
1 Hapuaisia 1._ BI/IKOHaEIHSI in[HBiz_[yanLHI/Ix HABYAIILHO-JOCIIIHAX 3aBJaHb 10
i{BUIIEHOI CKJIaTHOCTI
2. HaykoBo-mociiiHa 1. Y4acTh y HAYKOBHUX I'ypTKax 10
2. VYyacTh B HAYKOBUX CTYJCHTCBKHX  KOH(EPCHIISX:
YHIBEPCUTETCHKHX, MiXKBY3iBCBKHX, BCEYKPAiHCHKUX, 20
MDKHApOJHUX

3a 10/IaTKOBI BUIM HABYAJILHUX POOIT CTyIEeHT MOxe oTpuMatu He Outbine 30 OaniB. JlomaTkoBi 6amu 101at0ThCs 10
3arajpHOI MiJCYMKOBOi OIIIHKM 3a BWBYEHHS HABYAIbHO! AWCHWILUIIHM, aje 3arajbHa IMiJCYMKOBa OIlIHKA HE MOXe

nepesuryBatu 100 Gamis.

IlIka/sia ouiHIBaHHA 3406yBavYiB BUILOI OCBIiTH 3a pe3y/ibTaTaMH BUBYEHHsI HaBYaJ/IbHOI

JAUCIHUILIIHHA
CyMa 6aJ1iB 3a BCi BUaU Ouninka 3a . .
HaB4YaJIbHOI AisA/IbBHOCTI mkasioro EKTC Oninka 3a HAIOHAILHOIO INKA/IOK0
90-100 A BigMigao
82-89 B Hyxe mobpe
74-81 C HobGpe
64-73 D 3a10BIIBHO
60-63 E 3a10BUILHO JOCTAaTHLO
35-59 EX HesanosinbHo 3 }VIO)KJIPIBiCTIO MTPOBEICHHSI TIOBTOPHOT'O
MiJICYMKOBOT'O KOHTPOJTIO
He3zanoBinbHO 3 000B’ 13KOBUM MMOBTOPHIM BUBYEHHIM
0-34 F HaBYAIHHOI IUCIHUILTIHA Ta TPOBEJEHHSIM I1ICYMKOBOTO
KOHTPOJTIO
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